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JNlabopaTtopHasa paboTta. Co3naHue ceTu, CoCTosALLEN U3
KOMMYyTaTopa U MapLupyTmsartopa

Tononorusa

Tabnuua agpecauum

Lnro3 no
YcTponcTteo UHTepdenc IP-agpec Macka noaceTtu YMOJ4aHu1Io
G0/0 192.168.0.1 255.255.255.0 —
R G0/1 192.168.1.1 255.255.255.0 —
PC-A NIC 192.168.1.3 255.255.255.0 192.168.1.1
PC-B NIC 192.168.0.3 255.255.255.0 192.168.0.1

3agaum

YacTb 1. HacTpoitka Tononorum v HMUManu3aums yCTpoucTB

YacTb 2. HacTpoiika yCTPOMCTB M NpoBepKa NoaKMmoveHust

YacTtb 3. OToGpaxeHne cBegeHun ob ycTtpomcree

O6wume cBeaeHusi/cueHapmn

JT0 KoMnnekcHas nabopatopHas paboTa, npegHasHa4YeHHas Arsi NOBTOPEHUSI PACCMOTPEHHBIX paHee

komang 10S. B ator nabopaTtopHon paboTe Bbl coeanHnTe obopyaoBaHme kabensmm B COOTBETCTBUM CO
cxemoi Tornonorun. 3aTeM Bbl HACTPOUTE YCTPOWCTBA CornacHo Tabnuue agpecauun. Mocne coxpaHeHus
KOHUrypauum Bbl NPOBEPUTE €€, BbINOMHUB TECTUPOBAHNE CETEBOIO NMOAKIHOYEHUS.

Mocne HacCTPOWKM YCTPOMUCTB M NPOBEPKN CETEBOr0 NOAKINIOYEHMS Bbl, BOCNONb30BaBLUUCL koMaHaamu 10S,
nony4nTe ¢ 3TUX YCTPOMUCTB CBEAEHUS, HEOOX0aUMbIE OS5 MOArOTOBKM OTBETOB Ha BOMPOCHI O CETEBOM

obopynoBaHum.

Ota nabopaTopHas paboTa coaep>KUT MUHUMYM UHCTPYKLUIA NO BbINOMHEHWUIO KOMaH, Heo6XxoaAUMbIX As
HacTpoiik1 MmapLupyTu3aTopa. Cnmcok Tpebyembix kKoMaHa npuseaeH B MpunoxeHun A. MNMposepbTe cBOU
3HaHWA: HACTPOWNTE YCTPOMCTBA, HE MOMb3YACh MNPUMOXEHNSMM.

MpumeuaHue. B npaktnyecknx nabopatopHbix pabotax CCNA vcrnonb3yloTcs MapLupyTu3aTopsl ¢

NHTerpnpoBaHHbiMu ceTeBbiMU cepBucamm (ISR) Cisco 1941 ¢ onepaumoHHown cuctemon Cisco 10S Bepcun
15.2(4)M3 (06pa3 universalk9). Takke ncnonb3sytotcs kommyTtatopbl Cisco Catalyst 2960 ¢ onepaunoHHown
cuctemon Cisco I0S Bepcumn 15.0(2) (o6pas lanbasek9). MoxHO ncnone3oBaTh Apyrue MapLipyTM3aTopbl,
kommyTaTtopbl 1 Bepcum Cisco |0S. B 3aBMcMMocTu oT Mogenu yctpovictea un Bepcum Cisco 10S gocTynHble
KOMaHZbl U pe3ynbTaTbl UX BbINOMHEHUS MOTYT OTNIMYaTLCSA OT TEX, KOTOPbIe NoKa3aHbl B N1abopaTopHbIX
paboTax. ToYHble MOEHTUMUKATOPLI MHTEPAENCOB CM. B CBOAHOM Tabnumue no uHtepdencam
MapupyTtnsatopoB CBogHasa Tabnuua no MHTepdericam MapLlpyTu3aTopoB B KOHLE NabopaTtopHOn paboThl.
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MpumeyvaHue. YbeamTechb, 4TO BCE HACTPOMKM KOMMYTaTopa 1 MapLipyTusaTopa yaaneHsl, U 3arpy3oyHas
KOHUrypaums otcyTcTayeT. [poueaypbl MHALManusaumm 1 nepesarpyskn MapLupyTmsatopa u kommytaTtopa
onucatbl B [NpunoxeHun b.

Heobxoaumbie pecypchbl

e 1 mapuwpytusartop (Cisco 1941 c onepaumnoHHoin cuctemon Cisco |I0S 15.2(4)M3 (yHuBepcanbHbIi
obpas) unm aHanormyHas mogeno)

¢ 1 kommyTaTop (Cisco 2960 c MO Cisco 10S Bepcum 15.0(2) ¢ obpasom lanbasek9 nnu aHanornyHas
Mogenb)

e 2TIK (Windows 7 nnn 8 ¢ nporpaMmmMmon amynsiuMmM TepmMmuHana, Hanpumep, Tera Term)
e KoHconbHble kabenu gns HacTpowkun ycTponcts Cisco I0S yepes KOHCOMbHLIE MOPThI

o Kabenu Ethernet, pacnonoxeHHble B COOTBETCTBUKN C TOMOMNOrnemn

Mpumevanue. NHTepdelickl Gigabit Ethernet Ha maplwpyTmnsatopax Cisco 1941 onpenensioT CKOpOCTb
aBTOMaTMYeCcKu, MO3TOMY AN NOAKMYeHNa MmapLupyTusaTopa kK PC-B MOXHO ncnonb3oBaTh nNpsimMon kabenb
Ethernet. Mpu ncnons3osaHunn gpyron moaenu mapLupytusaropa Cisco MOXeT BO3HUKHYTb HEOBXOAMMOCTb
ncnonb3oBaTb NepekpecTHbln kabenb Ethernet.

Yactb 1: HacTpowmka Tononorun u uHMUMann3aumsa yCTpomcTB

WWar 1: Co3paiTe ceTb cornacHo Tonosfiornu.

a. [Mogkntounte yCTpOVICTBa, nokasaHHble B TOMOSOrMn, 1 kabenu COOTBETCTBYHOLLNM o6pa30M.

b. BkniovnTe BCe yCTPOWUCTBA B TOMOSOMMMU.

lWar 2: BbINONHWTE MHULMANMU3ALMIO U Nepe3arpy3Ky MapLipyTM3aTopa U KOMMyTaTopa.

Ecnun Ha mapLupyTu3aTtope 1 KommyTaTope UMEKTCH paHee CoOXpaHeHHbIe anrnbl KOHUrypaumm,
BbINOMHMTE MHULMaNM3aumio 1 nepesarpysmTe 3TM YCTPONCTBA, YTOObI BEPHYT UX OCHOBHbIE HACTPOMNKMW.
UHCTpyKUMM NO MHULUManu3auum 1 nepesarpyske aTUx yCTporucTB npusoaaTcd B NMpunoxerun b.

YacTb 2: HacTpounka ycTpoMCTB U NpoBepKa NoaKNYeHUs

B 4actu 2 Bbl HacTponTe TOMOMNOrMO ceTn 1 Takne 6asoBble NapameTpsbl, kak IP-agpeca nHtepdencos,
JOCTyn K yCTponcTBam u naponu. iMeHa yCTporCTB U agpecHble AaHHbIe MOXHO HanTW B pasgenax
“Tononorusa” u “Tabnuua agpecaumMn” B Hayane 3Tol nabopaTopHoi paboThl.

MpumeyaHue. B MNpunoxeHun A npuseaeHsl cBeAeHUst 0 KOHGUrypaLmm Ans BbIMOMHEHUS LLAroB B 4acTu 2.
MocTapanTech BbIMOMHUTL YacTb 2, HE NOMb3YSACh 3TUM NPUIOXEHUEM.

War1: Cpenainte Ha uHTepdencax MNK ctatnyeckme HacTpouku IP-agpecauun.
a. HactpownTte Ha komnbloTepe PC-A IP-agpec, macky nogceTv u napaMeTphbl Wio3a N0 YMOMYaHMIo.
HacTtpowite Ha komnbtoTepe PC-B IP-agpec, Macky nogceTv 1 napameTpbl LUM03a Mo YMOMYaHuo.
c. OrtnpasbTe ping Ha PC-B 13 komaHgHown ctpoku PC-A.

I'quemy npoBepPKa CBA3N He yp,anaCb?
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War 2: Hactpounte mapwpyTusartop.

a. [logkniounTech K MapLIPYTU3ATOPY C MOMOLLIbIO KOHCOSIM N aKTUBUPYATE NPUBUIETPOBAHHbBIA PEXUM
EXEC.

b. Bongure B pexum KoHpUrypauuu.

HasHauybTe MapLupyTU3aTopy UMsi yCTPOWCTBA.

d. Otkntounte nonck DNS, 4Tobbl NpeaoTBpaTUTL NONBITKA MapLupyTM3aTopa HEBEPHO Npeobpas3oBbiBaTh
BBEJEHHbIE KOMaHAbl Takum obpa3om, kak OyaTo OHM ABASOTCA MMEHaMM y3I10B.

e. HasHaubTe class B kayecTBe 3alIMPPOBAHHOIO Naposis NpuBMerMposaHHoro pexuma EXEC.

f. HasHadbTe cisco B kayecTBe Naporisi KOHCONN 1 BKIOYNTE PEXMM BXO4a B CUCTEMY MO Naponio.

g. HasHaubTe cisco B kayecTBe Napons BUPTYanbHOro TepMyHana v BKIYNTE BXOA MO Naporsito.

h. 3awwundpyrte oTKpbITEIE NAPONK.

Cospgante BaHHep ¢ npegynpexaeHneM o 3anpeTe HeCaHKLMOHMPOBAHHOIO AOCTYNa K YyCTPOMUCTBY.
j- Hactponte n aktuBmnpynte Ha mappyTtusatope oba uHTepderica.

k. [Ons kaxgoro nHTepdgenca sBBeanTe onucaHue, ykasas, Kakoe YCTPOMUCTBO K HEMY MOAKMOYEHO.

I.  CoxpaHuTe hann TekyLlen koHUrypauum B dann 3arpy3o4Homn KoHdurypawmm.

m. HacTpownTe Ha MapLupyTusaTope Bpemsi.

MpumeyaHue. BonpocutenbHbin 3HaK (?) NO3BONSET OTKPbITh CNPaBKY C MPaBUITbHON
nocrneaoBaTenbHOCTbIO NapaMeTpoB, HEOOXOAMMBIX A1 BbIMOSTHEHWS 3TOW KOMaHAbI.

n. [poTtectnpywnte komnbioTep PC-B, otnpaemB komnbtoTepy PC-A 3x0-3anpoc N3 okHa KOMaHAHOW CTPOKMU.

YcneLwHo nu BeiNoSIHEHA NpoBepka cBA3n? MNMoyemy?

Yactb 3: OtobpaxeHue cBeaeHun ob yctpouctee

B yacTtu 3 Bbl Bocnonb3yeTechb koMaHA4amn show s nonyyYeHns AaHHbIX C MapLupyTu3aTopa u
KOMMyTaTopa.

War1: CobepuTe ¢ ceTeBbIX YCTPOMUCTB AaHHbIe 00 annapaTtHOM U MPOrpaMMHOM
obecneyeHun.

a. C nomoLbto kKomaHabl show version 0TBeTbTE Ha criefytoLLme BONpoCkl 0 MapLupyTusartope.
Kak HasbiBaeTca obpas 10S, nog ynpasneHnem kotopon pabotaet mapLupytusatop?

Kakum o6bemom namsatv DRAM obnapaet maplpyTtm3aTtop?

Kakum o6bemom namatn NVRAM obnagaet maplipytumsatop?
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Kakum o6bemoM doriel-namsaT obnagaeT MapLipyTmusaTop?

b. C nomouibto komaHabl show version oTBeTbTe Ha cneayouime sonpocCbl O KOMMyTaTope.

Kak HasbiBaeTcsa obpas I0S, nog ynpaBneHvem KoTopow pabotaeT komMyTaTop?

Kaknm o6bemom guHammyeckoro O3Y (DRAM) obnagaeT kommyTaTop?

Kaknm o6bemom aHeproHesasumcumon namsitu (NVRAM) obnagaet kommyTtaTop?

HasoBuTe HOMep Mogenu kommyTaTopa.

War 2: OTo6pa3uTte Tabnuuy MapLpyTusaumm Ha MapLupyTusaTope.

Bbinonuute KOMaHaOy show ip route Ha MapLlipyTtusartope, YTObObI OTBETUTL HA cnenyowime sonpochbl.

Kakoit koa ucnonb3ayetcs B Tabnvue mMapLupyTMsaumm ans o603HauyeHns CeTu ¢ NPSMbIM NOAKMHOYEeHUEeM?

Ckonbko 3anucern mapLpytoB 0603HaueHbl OykBon «C» B Tabnuue mapupyTtmnsaummn?

Kakve Tunbl MHTepdencoB cBA3aHbl C MapLupyTamMu, 3aKkognpOBaHHbIMU C CUMBOSOM «C»?

War 3: BbiBeguTe Ha MapLipyTM3aTop cBeAeHUsi o6 nHtepdence.

C nomoubto komaHabl show interface g0/1 oTBeTbTe Ha crieaytoLne BOMpPOCHI.

YkaxnTte Tekyllee coctosiHue uHtepdenca G0/1.

Hasoeute MAC-agpec nHtepderica GO/1.

Kaknm obpasom B 3aTOM kOMaHAe oTobpakaeTcsa agpec B HTepHeTe?

War 4: BbiBeauTe Ha MapLIpyTM3aTOP U KOMMYTaToOp CBOAHLIN CNUCOK UHTepcencoB.

[nsa npoBepku KoHUrypauumn nitepdenca MoXXHO UCNOfb30BaTh HECKONbKO kKoMaHg. OgHa 13 Hambornee
yaobHbix — komaHaa show ip interface brief. BoixogHble AaHHble KOMaHAblI coaepXaT CBOAHbIN CMMCOK
NMHTepPdEencoB YCTPOMCTBA C YKazaHMeM cTaTyca Kaxaoro nHtepdenca.

a. Baepgute komaHgy show ip interface brief Ha mapLlpyTmsaTope.

R1# show ip interface brief

Interface
Embedded-Service-Engine0/0
GigabitEthernet0/0
GigabitEthernet0/1
Serial0/0/0

Serial0/0/1
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IP-Address
unassigned
192.168.0.1
192.168.1.1
unassigned

unassigned

OK?
YES
YES
YES
YES
YES

Method
unset
manual
manual
unset

unset

Status
administratively down
up

up

administratively down

administratively down

Protocol
down

up

up

down

down
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Bonpocbl Ans noBTOpeHus
1.

R1#

Beeaute komaHay show ip interface brief Ha kommyTaTope.

Switch# show ip interface brief

Interface

Vlanl
FastEthernet0/1
FastEthernet0/2
FastEthernet0/3
FastEthernet0/4
FastEthernet0/5
FastEthernet0/6
FastEthernet0/7
FastEthernet0/8
FastEthernet0/9
FastEthernet0/10
FastEthernet0/11
FastEthernet0/12
FastEthernet0/13
FastEthernet0/14
FastEthernet0/15
FastEthernet0/16
FastEthernet0/17
FastEthernet0/18
FastEthernet0/19
FastEthernet0/20
FastEthernet0/21
FastEthernet0/22
FastEthernet0/23
FastEthernet0/24

GigabitEthernet0/1
GigabitEthernet0/2

Switch#

IP-Address
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned

unassigned

OK?
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES

Method
manual
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset

unset

Status
up
down
down
down
down
up
up
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down

down

Protocol

up

down
down
down
down
up

up

down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down

down

Ecnn nHtepdeinc GO/1 BbiknNioYeH agMUHUCTPATOPOM, Kakasi KomaHaa KoHdurypaumm uHtepdenca no3sonuT
€ro BKMo4nThL?

2. YT0 npousomngeT B criydae HenpaBwuibHOW KoHdurypaumm nHtepderica G0/1 Ha mapwpyTtunsaTope ¢ IP-

agpecom 192.168.1.27
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CBopgHasa Tabnuua no nHtepdencam mapLipyTmsaTtopon

CBopHasi Tabnuua no nHtepdgencam MmapLUpyTU3aTopoB

Mopenb UHTepdenc UHTepdhenc MocnepoBaTtenbHbin | MocnegoBaTenbHLIN
MapLupyTusaTtopa Ethernet Ne 1 Ethernet Ne 2 mHtepdenc Ne 1 mHtepdenc Ne 2
1800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1)
(FO/0) (FO/1)

1900 Gigabit Gigabit Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1)
Ethernet 0/0 (GO/0) | Ethernet 0/1 (G0/1)

2801 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/1/0 (S0/1/0) Serial 0/1/1 (S0/1/1)
(FO/0) (FO/1)

2811 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1)
(FO/0) (FO/1)

2900 Gigabit Gigabit Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1)

Ethernet 0/0 (G0/0)

Ethernet 0/1 (G0/1)

MpumeyvaHue. YToObI y3HaTL, KAK HACTPOEH MapLUPYTU3aTOP, MOCMOTPUTE Ha UHTEPMENCHI N ONpeaenvTe Tvn
MapLUpyTU3aTopa M KONMYECTBO MMEIOLLMXCS Y HEero nHTepdencos. MNepeuncnmTtb Bce KOMOMHaLMK
KOHMrypauun ans Kaxgoro Krnacca mMapLipyTM3aTopoB HEBO3MOXHO. OTa Tabnuua cogepxut naeHTndukaTopsl
4N BO3MOXHbIX KOMOMHaumi uHtepdericos Ethernet n nocnegoBatenbHbIX MHTEPENCOB HA YCTPOWCTBE.
Opyrvne Tunbl nHTepdencoB B Tabnuvue He NpeacTaBreHbl, XOTs1 OHU MOTYT NPUCYTCTBOBaTb B AAaHHOM
KOHKpPETHOM MapLupyTusatope. B kauecTBe npumepa mMoxHo npusecTtn nHrepdgenc ISDN BRI. Ctpoka B

ckobkax — 3TO ochmumanbHoe CokpalleHne, KOTopoe MOXHO Ucnonb3oBaTh B komaHgax Cisco I0S gns
0603HaveHus nHTepgenca.
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