C1sco. Cisco Networking Academy Mind

JlabopaTopHasa paboTa. [locTyn K ceTeBbIM YCTPOUCTBaAM Mo
npotokony SSH

Tononorusa

Tabnuua apgpecauum

Lnto3 no
YcTponcrteo UHTepdeiic IP-agpec Macka nogcetu yMOJI4YaHuIo
R1 GO0/1 192.168.1.1 255.255.255.0 —
S1 VLAN 1 192.168.1.11 255.255.255.0 192.168.1.1
PC-A NIC 192.168.1.3 255.255.255.0 192.168.1.1

3agaum

YacTb 1. HacTpoika 0OCHOBHbIX NapaMeTPOB YCTPOWCTBA

YacTtb 2. Hactpownka mapwipyTtusaTtopa ans goctyna no nporokony SSH

YacTtb 3. Hactpownka kommyTaTopa Ana gocrtyna no npotokony SSH

YacTtb 4. SSH yepe3 nnrepcenc komaHgHon ctpoku (CLI) kommyTaTopa

O6wue cBeaeHusi/cueHapumn

PaHbLue onsa yganeHHon HacTPOWKM CETEBbBIX YCTPONCTB B OCHOBHOM NpumMmeHsancsa npotokon Telnet. OgHako
OH He obecneymBaeT WndpoBaHMe NHpopMaumm, nepegaBaemMon Mexay KImeHTOM U CepBEPOM, YTO
MO3BOMSIET aHanu3aTopam CeTeBbIX NAaKeTOB NepexBaTbiBaTb NAPONM U AaHHbIE KOHUIypaLmu.

Secure Shell (SSH) — aTo ceTeBown npoToKON, ycTaHaBnNMBaroLwmuin 6e3onacHoe NogkNiovYeHne ¢ amynsumen
TepMMHana K MapLipyTu3aTopy unm MHoMy ceTteBoMy ycTponcTsy. [poTokon SSH wudpyeT BCe cBeaeHus,
KOTOpble MOCTYNaKT No CETEBOMY KaHarny, U npeaycMaTtpuBaeT ayTeHTUdMKaLMIO yaaneHHOoro Komnbeotepa.
MpoTokon SSH Bce 6onblue 3ameHsieT Telnet — MMeHHO ero BbIOMpatoT ceTeBbIE CNELMANUCTLI B KayecTBe
cpefcTBa yganeHHoro Bxoga B cuctemy. Yaule Bcero npotokon SSH npumeHsaeTcs Ang Bxo4a B yaaneHHoe
YCTPOWCTBO 1 BbINOMHEHUS KOMaHA, HO MOXET Takxke nepefaBaTb (pansbl N0 CBA3aHHbIM nNpoTokonam SFTP

mnn SCP.

YT06bI NpoTokon SSH Mor paboTaTb, Ha CETEBbLIX YCTPOMCTBAX, B3aMMOAENCTBYHOLLMX MeXay coBoi, formkHa
ObITb HacTpoeHa nogaepxka SSH. B ator nabopaTtopHom paboTe HeobxoamMmo BkINOUNTL SSH-cepBep Ha
MapLUpyTU3aTope, NOcre Yero NoAKMYUTLCS K 3TOMY MapLupyTusaTopy, ucnonbays MK ¢ yctaHoBNeHHbIM
knneHtoMm SSH. B nokanbHoM ceTu nogknodeHme obbIYHO ycTaHaBnuBaeTcs ¢ nomoubio Ethernet n IP.
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MpumeyaHue. B npakTnyecknx nabopatopHbix pabotax CCNA mcnonb3yroTcs MapLipyTnsaTopsbl ¢
nHTerpmpoBaHHbiMu cepucamm Cisco 1941 (ISR) nog ynpasneHnem Cisco 10S Bepcum 15.2(4) M3 (obpas
universalk9). Takke ncnonbeaytotca kommyTtaTopsl Cisco Catalyst 2960 ¢ onepauuoHHon cuctemom Cisco 10S
Bepcuun 15.0(2) (obpas lanbasek9). MoxHo ncnonb3oBaTth ApyrMe MapLupyTnsaTopbl, KOMMYyTaTopbl U BEPCUn
Cisco 10S. B 3aBucumocTtu ot mogenu yctponctsa u Bepcun Cisco |OS focTynHble KoMaHabl U pe3ynbTaThbl
NX BbINOMHEHMS MOTYT OTNNYATBLCS OT TeX, KOTOpble Noka3aHbl B NabopaTopHbix paboTax. TouHble
naeHTumrKaTopbl MHTEPAENCOB CM. B CBOAHOM Tabnumue no nitepdencam mapLipyTM3aTopoB B KOHUE
nabopaTtopHoi paboThl.

MpumeuaHue. Y6eamTech, YTO Y BCEX MapLUPYTU3ATOPOB 1 KOMMYTaTOPOB Gbina yaaneHa HavanbHas
KOHGUrypauusi. Ecnv Bbl He yBepeHbl, 06paTUTech K UHCTPYKTOPY.

Heobxoaumbie pecypchbl

1 mapwpyTtusartop (Cisco 1941 ¢ onepauuoHHon cuctemon Cisco 10S 15.2(4)M3 (yHrBepcarnbHbIn
o6pas) unm aHanornyHas mogenb)

1 kommyTaTop (Cisco 2960 c MO Cisco 10S Bepcun 15.0(2) ¢ obpasom lanbasek9 unu aHanornyHas
MOoZernb)

1 MK (Windows 7 unu 8 ¢ nporpammoin amynsaumm TepMmmHana, Hanpumep, Tera Term, 1 yCTaHOBMEHHOWN
nporpammoit Wireshark)

KoHcornbHble kabenu ons HacTponkm ycTponcTs Cisco 10S vyepes KOHCOMbHbIE NOPThI

Kabenu Ethernet, pacnonoxeHHble B COOTBETCTBMM C TOMOJSIOTUEN.

Yactb 1: HacTpownka OCHOBHbIX NapamMeTpoB YCTPOUCTB

B yacTu 1 noTpebyeTcs HaCcTPOUTL TOMONOTUIO CETU M OCHOBHbIE NapameTpbl, Takue Kak IP-agpeca
nHTepdeicoB, A0CTYN K YCTPOWCTBAM M Naporv Ha MapLUpyTusaTope.

LWar 1:

LWar 2:

LWar 3:

a.

0

J @

Co3panTe ceTb COrnacHo TOMNONornu.
BbinonHUTe MHMLMANU3aALMIO U Nepe3arpy3Ky MapLipyTM3aTopa U KOMMyTaTopa.

Hactponte mapwpyTnsarop.

MopknounTech K MapLLpyTU3aToOpy C MOMOLLbIO KOHCOMWU Y aKTUBUPYITE NPUBUMETMPOBAHHbBIN PEXUM
EXEC.

BonanTte B pexum koHdurypauuu.

OtkntounTte nonck DNS, 4tobbl NnpegoTBpaTUTL NOMNbITKUM MapLUpyTU3aTopa HEBEPHO Npeobpa3oBbiBaTh
BBEAEHHblE KOMaHAbl TakuM 06pa3oM, Kak OyATO OHU SBMSATCA MMEHaMM Y3r0B.

HasHaubTe class B kayecTBe 3awmpoBaHHOro napons npusunernposaHHoro pexnma EXEC.
HasHauybTe cisco B kadecTBe naporsi KOHCOMMN 1 BKIOYUTE PeXnM BXoAa B CUCTEMY NO Maporio.
HasHaubTe cisco B kadecTBe napons VTY 1 BknouMTe BXOA NO Naporto.

3awmdpynTe OTKpbITbIE NAPONW.

Cospaiite 6aHHep, KOTOPbLIV NpeaynpexaaeT 0 3anpeTe HeCaHKUMOHMPOBAHHOIO AOCTYNa.

HacTtpoWite 1 akTMBupyinTe Ha mapLupytmusaTope nHtepdenc G0/1, ucnonb3ysa nHgopmamio,
npvBeAEHHYI0 B Tabnuue agpecaunn.

CoxpaHuTte TeKyLLyto KoHdUrypauuio B harn 3arpy304HON KOHurypaumn.
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War 4: HactpouTte komnbioTep PC-A.

a. Hactpownte gna PC-A IP-agpec 1 macky noacetu.

b. Hactpointe ana PC-A wno3 no ymonyaHuio.

War 5: TMMpoBepbTe Noakno4YeHUe K ceTu.

Mownute ¢ PC-A komaHay Ping Ha maplpyTtmsaTtop R1. Ecnmn axo-3anpoc ¢ NOMOLLbIO KOMaHAbl ping He

NpOXoauT, HaNaUTE U YCTPaHUTe Hemnonaaku NoaKMmoYeHns.

YacTtb 2: HacTtpounka maplipytusatopa Ansa goctyna no nporokony SSH

MoaknoyeHne kK ceTeBbIM YCTPOMCTBaM Mo nNpoTokony Telnet conpspkeHo ¢ puckom anst 6e3onacHocTy,
MOCKONbKY BCS MHbOpMaums nepedaeTcs B BUAe OTKpbIToro Tekcta. MNpotokon SSH wudpyet aaHHbIe

ceaHca n obecneunBaeT ayTeHTUMDUKALUNIO YCTPOMCTB, NOITOMY ANSA yAaneHHbIX NOAKMYEHUI

peKoMeHyeTCs UCNOSb30BaTh UMEHHO 3TOT NPOTOKOM. B yacTu 2 Bam Hy>XHO HACTPOUTb MapLUpyTU3aTop

ans npyema coeguHeHuii SSH no nuHmnsam VTY.

War1: HactpouTte ayTeHTUhbMKaLUIO YCTPOUCTB.

ﬂpw reHepaunm Kr4a LLIVI(*)pOBaHVIFI B Ka4decCTBe ero 4act ncrnosib3yroTcAa M4 yCTpOVICTBa 1N JOMEH.

lMoaTomy 3T MMeHa HeobBX0AMMO yKkasaTb Nepes BBOAOM KomaHabl crypto key.
a. 3apganTte nvs yCTpoMUCTBa.

Router (config) # hostname Rl

b. 3apanite gomeH ansa yctponcTea.

Rl (config)# ip domain-name ccna-lab.com

War 2: CospanTte KoY WncpoBaHUA € yKa3aHUEM ero AfUHbI.

Rl (config)# crypto key generate rsa modulus 1024

The name for the keys will be: Rl.ccna-lab.com

% The key modulus size is 1024 bits
% Generating 1024 bit RSA keys, keys will be non-exportable...

[OK] (elapsed time was 1 seconds)

R1 (config) #
*Jan 28 21:09:29.867: $SSH-5-ENABLED: SSH 1.99 has been enabled

War 3: CospanTte nMA nonb3oBaTensa B NOKanbHOW 6a3e y4YeTHbIX 3anucemn.
Rl (config) # username admin privilege 15 secret adminpass

MpumeyaHue. YposeHb npusunerni 15 gaeT nonb3oBaTento npasa agMMHUCTpaTopa.

War 4: AktuBupynte npotokon SSH Ha nuHuax VTY.

a. AxtusupyiTe npotokonbl Telnet u SSH Ha Bxogawmx nuHnsx VTY ¢ nomoLlbio komaHgbl transport

input.
Rl (config)# line vty 0 4
Rl (config-line)# transport input telnet ssh
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b. WamenwnTe cnocob Bxoga B cuctemy Takum ob6pasom, 4Tobbl MCNonb3oBanack NpoBepKa Nnonb3oBaTenen
Mo nokanbHom 6a3e y4yeTHbIX 3anucen.

Rl (config-line)# login local
Rl (config-line)# end
R1#

War 5: CoxpaHuTe TeKyLlyto KOHthuUrypauumio B chann 3arpy3o4yHom KoHcpurypauum.

R1# copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

R1#

War 6: YctaHoBUTe coeAuHEeHUe C MapLLUPYTU3aTOPOM Mo npoTokony SSH.

a. 3anyctute Tera Term c PC-A.

YctaHoBuTe SSH-nogkntodeHmne k R1. Vicnonb3yinte umsa nons3osatensd admin n napons adminpass. Y
BaC JOSMKHO NOoNy4nTbes yctaHoBUTbL SSH-noaknoyeHne k R1.

Yactb 3: HacTtpomka kommyTaTopa ana goctyna no nportokony SSH

B yactn 3 Bam npegcTonT HAaCTPOUTbL KOMMYTATOpP B TONOMOMMN ANs NnpuemMa noAaKoYeHUn No NpoToKony
SSH, a 3atem ycTtaHoBUTb SSH-nogknio4eHre ¢ NOMOLLbIO Nporpammbl Tera Term.

War1: HacTponTe OCHOBHbIE NapaMeTpbl KOMMyTaToOpa.

a. [logkniounTecb K KOMMYTaATOPY C MOMOLLIbIO KOHCOMNBHOIO NMOAKMYEHUSA U aKTUBMPYITE
npuBMIerMpoBaHHbIn pexnm EXEC.

b. Bongute B pexum KOHpUrypaumu.

c. Ortknounte nomck DNS, 4Tobbl NpegoTBpaTUTL NOMBLITKM MapLUPYyTU3aTopa HEBEPHO npeobpasoBbiBaTh
BBeJEHHble KOMaHAbl Takum obpasom, kak OyaATO OHU ABNSIOTCA MMEHaMU y3r0B.

d. HasHaubTe class B kayecTBe 3aLIMPPOBAHHOrO NApons NpuBMnernposaHHoro pexxuma EXEC.

e. HasHaubTe cisco B ka4yecTBe Napons KOHCOMMU 1 BKIOUYMTE peXnM BXxoaa B CUCTEMY MO Naporto.
f. HasHaubTe cisco B kadecTBe naponsa VTY u BkNo4nTe BXoA4 Mo naposto.

g. S3awwudpyrTe OTKpbITbIE NAPONU.

h. Cosgavite 6aHHep, KOTOPbLIV NPpeaynpexaaeT O 3anpeTe HeECAHKLUMOHMPOBAHHOIO AOCTyNa.

HacTtpowTte 1 aktuBupyinTe Ha kommyTtaTope nHtepdeinc VLAN 1, ncnonbsysa nHgpopmaumio,
npvBeAeHHyo B Tabnuue agpecaunn.

j.  CoxpaHuTe TekyLlyto KOHMrypaumio B hann 3arpy304HON KOHUrypauum.

War 2: HactpounTe KOMMyTaTOp ANA coeAUHEHUA no npoTtokony SSH.

Ons HaCTpOVIKM npoToKona SSH Ha KOMMYyTaTope MCﬂOﬂbSyﬁTe T€ Xe KOMaHdbl, KOTOpPbIE NPUMEHAINCL ANA
aHanorn4yHom HaCTpOIZKI/I MapLuipytm3aTtopa B 4acTtu 2.

a. HactpownTte ums ycTpoiicTBa, Kak ykazaHo B Tabnuue agpecaumm.
b. 3apavite gomeH ans ycTpowcTea.

Sl (config)# ip domain-name ccna-lab.com
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c. CospanTte Koy WKMpPOBaHUS C YKazaHNEM ero AJIMHbI.
Sl (config)# crypto key generate rsa modulus 1024

d. CospganTe nmsa Nonb3oBaTens B NTOKarbHON 6a3e y4eTHbIX 3anncen. .
Sl (config)# username admin privilege 15 secret adminpass

e. AktusupynTe npotokonsl Telnet u SSH Ha nuHuax VTY.

Sl (config)# line vty 0 15
Sl (config-line)# transport input telnet ssh

f. W3meHuTe cnocob Bxoda B cucTeMy Takum 00pa3oM, 4Tobbl MCMonb3oBanack NpoBepka nofb3oBartenen
Mo nokanbHom 6a3e y4eTHbIX 3an1cen.

Sl (config-line)# login local
Sl (config-line)# end
War 3: YctaHoBuTe coeguHEHUe C KOMMYTaTOpPOM Nno npoTokony SSH.

3anyctute nporpammy Tera Term Ha PC-A, 3aTem ycTaHOBUTE NOAKMOYEHWe no npotokony SSH k
nHtepdpency SVI kommyTatopa S1.

Ypanock nn Bam YCTaHOBUTb SSH-coeanHeHune ¢ KOMMyTaTO[Z)OM".>

La.

Yactb 4: HacTtpouka npotokona SSH ¢ ucnonb3oBaHmem uHtepcgenca
komaHaHou ctpoku (CLI) kommyTtaTopa

KnueHt SSH BCcTpoeH B onepauunoHHyto cuctemy Cisco 10S n MoxeT 3anyckaTtbcs U3 uHTepderica
KOMaHOHOW CTpOoKW. B yactn 4 Bam npeacTonT yCTaHOBUTL COEQUHEHNE C MapLUPYTU3aTOPOM MO NPOTOKOMY
SSH, ncnonb3ysa nHTepenc KoMaHgHOWM CTPOKM KOMMyTaTopa.

War1: MocmoTtpuTe gocTynHble NnapameTpbl ansA knueHta SSH B Cisco 10S.

HMcnonbayrite BONPOCUTENBHbLIV 3HAK (?), 4TOObLI 0TOOPa3nTe BapuaHTbl napameTpoB Ans KoMaHabl ssh.

S1# ssh ?
-c Select encryption algorithm
-1 Log in using this user name
-m Select HMAC algorithm
-0 Specify options
-p Connect to this port
-v Specify SSH Protocol Version

-vrf Specify vrf name

WORD IP address or hostname of a remote system

War 2: YctaHoBuTe ¢ KOMMyTaTopa S1 coeguHeHue ¢ mapwipyTusaTopom R1 no npotokony
SSH.

a. Yrobbl mogknounTbCA K MapLupyTusaTtopy R1 no npotokony SSH, BBeante komaHay -l admin. 3to
No3BOMNUT BaM BOWTK B CUCTEMY Nnog nmeHem admin. [pu nossneHnn npurnawleHns BBeAMTe B KayecTse
napons adminpass

S1# ssh -1 admin 192.168.1.1

Password:
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Warning: Unauthorized Access is Prohibited!
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R1#

b. YTo6bl BEepHYTLCA K KOMMYyTaTOPY S1, HE 3akpbiBasd ceaHc SSH ¢ mapwpyTnsatopom R1, HaxmuTe
kombuHaumto knaeuw Ctri+Shift+6. Otnyctute knaBuwm Ctri+Shift+6 n Haxmute x. OToGpakaeTcs
npurnaLlieHne npmsunernposaHHoro pexvma EXEC kommyTtaTopa.

R14#
S1#

c. UYTobbl BepHyTbCA Kk ceaHcy SSH Ha R1, HaxxmuTe knasuwy Enter B nycton cTpoke nHtepderica
KOMaHZHOW CTPOKW. UTOObI YBUAETb OKHO KOMaHAHOW CTPOKU MapLupyTM3aTopa, Haxxmute knasuwy Enter
elle pas.

S1#
[Resuming connection 1 to 192.168.1.1 ... ]

R1#

d. YTtobbl 3aBepnTbL ceaHc SSH Ha mapwpyTtusatope R1, BBeguTe B KOMaHLHON CTPOKE MapLupyTM3aTopa
KoMaHay exit.

R1# exit

[Connection to 192.168.1.1 closed by foreign host]
S1#

Kakve Bepcum npoTtokona SSH nogaepxuBaroTcs Npu NCNONb30BaHUU MHTepdenca KOMaHgHOW CTPOKN?

Bonpochkl ansa noBTopeHus

Kak npeaoctaBuTb 4OCTYN K CETEBOMY YCTPOWUCTBY HECKOSbKUM MOMb30BATENSAM, Y KaXX4oro U3 KOTopbIX eCTb
cobCcTBEHHOE MMSA NoNnb3oBaTensa?

Hy>XHO HacTponTb AOCTYMN No SSH 1 co3gaTb HECKOJILKO MOJsb30BaTeNen npu
noMowinm KOMaHObl username.
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CBopgHas Tabnuua no nHTepcgencam mapLupyTM3aTopoB

CBogHas Tabnuua no nHrepdencam MapLUpyTM3aTOpPoOB

Mopenb UnTepdenc UHTepdhenc MocnepoBaTtenbHbin | MocnegoBaTenbHLIN
MapLupyTusaTtopa Ethernet Ne 1 Ethernet Ne 2 mHtepdenc Ne 1 mHtepdenc Ne 2
1800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1)
(FO/0) (FO/1)

1900 Gigabit Ethernet Gigabit Ethernet Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1)
0/0 (G0/0) 0/1 (G0/1)

2801 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/1/0 (S0/1/0) Serial 0/1/1 (S0/1/1)
(FO/0) (FO/1)

2811 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1)
(FO/0) (FO/1)

2900 Gigabit Ethernet Gigabit Ethernet Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1)
0/0 (G0/0) 0/1 (G0/1)

MpumeyvaHue. YToObI onpeaennTb KOHUIypaLmo MapLUIpyTU3aTopa, MOXXHO MOCMOTPETb Ha UHTEPMENCHI U
YCTaHOBWTb TUM MapLUpyTM3aTopa U KONIMYECTBO ero nHTepdencos. MNMepeuncnmTs Bce KOMOUHALIMM
KOHbMrypauum ansi Kaxaoro Knacca MapLupyTM3aTopoB HEBO3MOXHO. OTa Tabnuua cogepXnTt ngeHtudukaTopsl
0N BO3MOXHbIX KOMOMHaumi nHtepdencos Ethernet n nocnegoBaTenbHbIX MHTEPEENCOB Ha YCTPONCTBE.
Opyrvne Tunbl nHTepdencos B Tabnumue He NpeacTaBneHbl, XOTS OHWM MOTYT MPUCYTCTBOBATb B JaHHOM
KOHKpEeTHOM MapLupyTusaTtope. B kauectse npumepa MmoxHo npuBectn nHtepdenc ISDN BRI. Ctpoka B

ckobkax — 3TO ochmumanbHOe CoKpalleHne, KOToOpoe MOXHO MCnonb3oBaTh B komaHaax Cisco I0S ansa
0603HaveHus nHTepgeinca.
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